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   26 Mar 03

From:  Chief of Naval Operations

To:    EMail Distribution List (FOIA)

Subj:  DON FOIA POLICY UPDATE

Ref:   (a) SECNAVINST 5720.42F

Encl:  (1) DFOISR Memo, 03-CORR-017, of 25 Mar 03


  (2) Response letters


  (3) Executive Order 12958, As Amended

1.  This policy letter is provided for your immediate review, dissemination, and implementation.  It addresses several changes that impact the Department of the Navy’s (DON’s) Freedom of Information Act (FOIA) program.

2.  Enclosure (1) is the new policy guidance issued by the Department of Defense regarding how to protect voluntarily submitted Critical Infrastructure Information (CII) from disclosure.  

3.  Enclosure (2) provides detailed guidance on what information should be contained in a FOIA response letter.  The contents of the FOIA response letter are important since it is the administrative record of how a request was processed and could be the only document a court considers in litigation.

4.  Enclosure (3) is a copy of Executive Order (E.O.) 12958 that was amended by President Bush on March 25, 2003.  Since the E.O. is the basis for claiming exemption (b)(1) under FOIA; exemption (k)(1) under the Privacy Act; providing a neither confirm nor deny response, etc., it is imperative that you review the new order to identify changes.  Guidance from the security classification policy makers will be forthcoming under separate cover.

5.  I ask that you revisit the prior policy guidance on the following issues:

    a.  Mailing Lists/Email addresses:  As a result of many of our troops being sent overseas, we are receiving increased queries as to addresses (email and mail) so they can be contacted.  FOIA Officers must deny access to addresses of individuals who are assigned overseas, routinely deployable, or attached to a sensitive unit under FOIA exemption (b)(3) since withholding is required by 10 U.S.C. 130b.  The exception to the rule is that we release the names and locations of our flag officers, public affairs officials, FOIA officers, and other officials who routinely deal with the public.  Shortly after the attack on the Pentagon, the Secretary of Defense made a decision to protect lists of names and addresses of all other civilian and military personnel, to include contractors, under FOIA exemption (b)(6).  Please ensure compliance.  The same exceptions apply.  See FOIA policy letters of 26 Oct and 20 Nov 02 which are downloadable from www.foia.navy.mil under Resource Materials.

    b.  Recall Rosters:  As a result of our state of alert, activities are updating recall rosters.  Please revisit the policy guidance set forth in my policy letter of 22 Mar 02, which is downloadable from privacy.navy.mil/ policy/20020322.pdf regarding the collection, maintenance, and use of recall rosters.  Also, please ensure that the recall roster information is not used for purposes other than those listed in the Privacy Act Statement and that all actions be taken to ensure protection for unauthorized use or disclosure.

    c.  Homeland Security:  FOIA policy letter of 27 Mar 02 addresses Safeguarding Information Regarding Weapons of Mass Destruction and Other Sensitive Records Related to Homeland Security.  Please review the guidance at http://foia.navy.mil/020327policymemo.pdf.

6.  Training:  There is a continuing need for FOIA training.  Regrettably due to losses in personnel and constrained training/travel funds, it is not possible for this office to conduct uncompensated training.  There are, however, several training sources available to you:  training packages that are downloadable from foia.navy.mil; Department of Justice training (see www.usdoj.gov/foia); training (both correspondence and in-house) provided by the Department of Agriculture Graduate School; training offered by the American Society of Access Professionals (ASAP) (see their web site at www.accesspro. org).

7.  Policy contained in this letter will be incorporated into the next revision to reference (a).  Direct any inquiries to the undersigned.







DORIS M. LAMA







By direction







(202) 685-6545






DSN 325-6545

FOIA RESPONSE LETTERS

1.  A FOIA response letter is the administrative record on how a FOIA was processed.  In cases of litigation, it may be the only document that the Court considers.  Accordingly, a FOIA response letter must be accurate and complete and contain the following information:

    a.  Dates:  Ensure that the date of the request and the date the request was received are addressed in the response letter.  For example, “Your Freedom of Information Act request of January 3, 2003, was received on January 30, 2003.”

    b.  Subject matter:  Please address what the requester is seeking.  For example:  “This refers to your Freedom of Information Act request of January 3, 2003, in which you seek a copy of contract N00024-93-D-0031.”

    c.  Case Number:  Please assign a case number to the action.  For example:  “This refers to your Freedom of Information Act request of January 3, 2003, in which you seek a copy of contract N00024-93-D-0031.  Your request was received on January 30, 2003, and assigned case number 2003001040.”

    d.  Refinement:  Reference any communications (verbal or written) whereby the requester has refined or modified his/her request.  For example:  “This also confirms our telephone conversation on February 3, 2003, wherein you refined your request and now seek…”.

    e.  Fees:  

       (1) Fees must be resolved before processing a request, if the fees are likely to exceed the minimum fee waiver threshold of $15.  Accordingly, do not begin processing a FOIA that will exceed the $15 minimum fee threshold without first resolving the fee issue.

       (2) If fees are charged, you must cite the category you have placed the requester (i.e., commercial, media, educational, or all other) and breakout the fees being charged.  For example, “As an “All Other Requester” you are responsible for fees that exceed the minimum fee waiver threshold of $15 once you have been given the first two hours of search and first 200 pages for free.  During the processing of your request, we expended 4 hours in search and are forwarding 300 pages to you.  Once the deductions are made, your fee is 2 hours of search at $44 per hour ($88) and 100 pages of duplication at $.15 per page ($15) for a total of $105.” 

       (3) Activities can collect fees totaling $250 or more upfront prior to processing a request.  For fees under $250, they can complete processing the request and then apprise the requester that the documents will be released upon receipt of the check/money order.

       (4) If fees are waived, address that in your response letter.

    f.  Exemptions:  It is imperative that all exemptions claimed be cited.  It is also advisable to be as explanative as possible when claiming an exemption so that the requester understands what kind of information has been withheld.  This may serve to eliminate an appeal.  For example:  “Under exemption 5 U.S.C. 552(b)(6) we have withheld the names of other individuals, their home addresses, and social security numbers since release would constitute a clearly unwarranted invasion of personal privacy.”

Note:  DON activities shall not “black out” exempted information.  Technology exists to restore “blacked out” information.

    g.  Adequacy of search:  In the case of a “no record” response, advise the requester of where the search was conducted and what the requirement is regarding records disposal.  For example:  “ A search of our files failed to disclose a copy of the 1992 FOIA request you filed with this office.  This is not unusual since the retention of granted and no record FOIA requests is 2 years and those that are denied in whole or in part are 6 years.”

    h.  Appeal Rights:  Appeal rights should be provided to any requester who has been denied information.  Also, in cases where no records could be located, the requester should be provided information on their ability to appeal the adequacy of search.

    i.  Appellate Authority:  Provide the requester with the address of the appropriate Navy appellate authority.  We have two appellate authorities:  the Judge Advocate General and the General Counsel.  The delineation of their areas of responsibility is delineated in SECNAVINST 5720.42F.

2.  Sample FOIA response letters can be downloaded from www.foia.navy.mil under FOIA Resources.

